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1. Abstract  

 Big data is an extremely large data set with a diverse and complicated production of 

organised and unstructured data. The management of storing, analysing, and finding 

meaningful outcomes from processing data is usually aided by the characteristics of big data. 

Big data analytics is the practise of analysing a huge amount of structured and unstructured 

data in order to uncover relevant trends. 

Big data privacy entails creating a suitable framework for using sensitive data while 

also guaranteeing that sensitive data is not breached or manipulated with. Because big data is 

far larger in scale and velocity than typical big data systems, the privacy procedure for standard 

database systems cannot be applied to big data systems. The research develops a framework 

for privacy protection of big data when it is shared on multiple servers for analysing and is 

capable of gripping the volume, velocity, and diversity of big data while it is utilised for 

analytics. 

Through its decentralised system architecture, blockchain technology ensures data 

protection and privacy. Due to the blockchain consensus process and encryption, data recorded 

in the blockchain is tempered proof and cannot be readily changed, and a massive amount of 

computing power will be necessary. Through its connected chain, blockchain's transaction 

ledger offers data auditing. Data auditing is possible thanks to blockchain's transaction ledger. 

All valid data transfers are recorded and put into the blockchain ledger, which assures data 

quality through a variety of verification processes. Blockchain is also used in the big data 

mining process, where data is collected from many networks and organisations with the 

purpose of demonstrating data with an exponential growth in risk factors. A blockchain 

platform can also assist data scientists in monetizing their labour by allowing them to trade 

analytic results stored on the network. 

With current research, the goal is to give a solution to privacy preservation of big data 

with data security, new models and algorithms must be delivered to big data repositories 

addressing developing distributed settings such as clouds, social networks, and so on. 

Companies must employ a data sharing plan that ensures data security while also protecting 

individual privacy when data is utilised for data analysis. This research created the ChainPPDM 

architecture for privacy-preserving large data utilising blockchain and The Inter Planetary File 

System (IPFS). This study uses a data mining scenario in which several parties are involved in 
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analysing and identifying patterns from huge data to explain ChainPPDM. We used data from 

healthcare and online food delivery firms to test and validate our solution. 

 

2. A brief description of the state of the art of the research topic 

The existing PPDM strategies have been thoroughly examined and classed based on their 

methods, which include data manipulation procedures, which seem to be the current technique's 

main downside. [5] [6].  

To solve the problem of medical data sharing among network hospitals, the authors 

propose the MeDShare system. MeDShare is a verifiable method for data auditing and control 

of medical shared data in cloud repositories for big data databases, based on blockchain 

technology. Cloud service providers and other data guardians can achieve data provenance and 

auditing while sharing medical data with entities like research and medical institutions with 

minimum risk to data privacy by utilizing MeDShare. Users can access data using their pre-

generated private key, and if the key is legitimate, the user can access data; otherwise, the 

transaction is declared invalid [7].  

The authors' suggested framework provides uniform admittance standards for these 

records and safe record storage based on blockchain. Because a blockchain does not have 

enough storage capacity for huge data, the study utilizes an IPFS system to store off-chain 

storage. And role-based access also benefits the system as the medical records are only 

available to the trusted and related individuals [8].  

Blockchain technology creates a distributed ecosystem with decentralized and tamper-

proof records, as well as a new way to secure and share electronic health record systems. The 

authors suggest a new electronic healthcare data sharing system based on blockchain that 

verifies data integrity. The author created a smart contract that allows users to access, alter, and 

remove healthcare records stored in the cloud. This solution employs a private key that is kept 

in the blockchain, and an authorized individual can use this key to access any cloud-based 

record using the smart contract [9].  

The BlockDBM approach was presented by the authors for decentralized trust 

management systems for various tasks such as data gathering, data sharing, and storage for 

processing through permission blockchain-based smart contracts. The Authors used ways to 

improve blockchain technology's trustworthiness. For data privacy and security, blockchain 

technology eliminates the need for a third party. BlockDMB is a secure storage solution that 

uses both on-chain and off-chain storage mechanisms to keep parties' trust [10]. Blockchain is 
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very limited storage capacity as well as slow processing power.  Blockchain as storage for 

traditional big data systems is not possible.  

The authors created a blockchain-based personal management system. Using the on-chain 

and off-chain data storage methods, the author devised unique data-based storage to solve the 

problem of data redundancy and insufficient storage capacity. The authors found a solution to 

the problem of personal management system security in big data. The authors used a standard 

database-managed approach to overcome the blockchain challenge of data redundancy and 

storage. [11]. 

This concept is expanded and improved, and a new ChainPPDM for Big Data privacy 

preservation is proposed. Many anonymization and encryption approaches have been 

developed to protect the privacy of big data while collecting relevant knowledge from it during 

the data mining process.  At this time, all PPDM approaches are based on a centralized and 

distributed data-based system. Data suppliers should put their trust in a third party or a 

centralized system authorized person. We presented a decentralized blockchain-based method 

for large data privacy preservation, in which data is securely transmitted from data collector to 

data miner. Because blockchain's data storage capacity is restricted, we use HDFS for data 

mining. Private data is saved on-chain, while non-sensitive information or data required for 

data mining is stored off-chain. ChainPPDM is a permission-based decentralized system with 

excellent data mining feasibility and security. 

 

3. Definition of the Problem 

Because of the rapid advancement of information technology, businesses, institutions, and 

governments are accelerating the development of electronic personnel information 

management systems. The system collects and stores the data of hundreds of thousands, if not 

millions, of people. Because so much data is required for the growth of big data, if it is tampered 

with or leaked, it will result in irreversible damage. In the data mining process, Privacy-

Preservation in Data Mining (PPDM) is a new topic of research. Its ultimate objective is to 

enable the extraction of useful knowledge from vast amounts of data and the provision of 

reliable data mining findings while preventing the exposure or inference of sensitive 

information. In Data Mining, there are three techniques for preserving privacy: Data and 

Consent, Anonymization, and Differential Privacy. 
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Table 1 :Existing methods with identified problem 

Sr. No. Method Problem Identified 

1 Anonymization Data might look anonymous however re-identification is 

often done simply by linking it to other different external 

data 

2 Differential 

privacy 

The difficulty in setting the value of the privacy-loss 

parameter, ϵ (epsilon), and the lack of tools and trained 

individuals to verify the correctness of differential privacy 

implementations 

3 Data and 

Consent 

Notice (Legal way) and consent is too weak in practice to 

meaningfully shield individual privacy 

 

4. Objective and Scope of work 

• Proposes a blockchain-based solution for preserving the privacy of large data for data 

mining operations. 

• Examined the blockchain's flaws and offered a better solution. 

• We presented ChainPPDM, a permission-based decentralised architecture with a 

unique on-chain and off-chain data storage model that can effectively tackle the 

problem of data redundancy and limited storage space while also speeding up the data 

analysis process. 

• To transport enormous amounts of data in Big Data, we developed an IPFS network. 

As a result, before transferring data, encrypt large data and store it on the IPFS network. 

• Created a prototype system that allows users to query, add, change, and monitor 

sensitive data, as well as verify the feasibility of using blockchain to handle sensitive 

data and investigate the possibilities of integrating blockchain with big data for data 

mining. 

• Data storage techniques (off-chain and on-chain). 

5. Original contribution 

We developed a prototype system based on Virtual Machine for ChainPPDM using 

Hyperledger fabric to verify that our system of separating and storing data is truly effectively 

appropriate to such Privacy Preservation of Big Data using blockchain systems as data mining. 

The system runs on a Ubuntu 20.04 (64-bit) virtual machine, Intel(R) Core(TM) i7-4790 CPU 

@ 3.60 GHz processor and 8 GB RAM, and uses the HDFS simulation central database. 
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Figure 1: Architecture For ChainPPDM based model 

 

Figure 2: Proposed Method for ChainPPDM 

New on-chain and off-chain methods for preserving large data privacy are presented by 

ChainPPDM. However, we feel that big data analysis is faster than using a database system. 

When mining data or looking for trends, authors should keep big data in mind. Data privacy is 

the most important concern. ChainPPDM used the HDFS big data system for data analysis with 

a blockchain system for user privacy. Customers who made orders online are tracked by 
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healthcare. The patient database at the hospital contains both sensitive and confidential 

information, such as the patient's address, area, and city. Non-sensitive data is stored in HDFS, 

whereas ChainPPDM is kept private in a Hyperledger Fabric collection. ChainPPDM uses IPFS 

to transmit data from the data collector database to the data miner warehouse. 

ChainPPDM is five tuples of system; 

 chainPPDM = (D, O, DM, IN, mn)                                                                            (1) 

Where, 

(1) D = {d1, d2, d3 … dn}  is data sets for the data-mining operation. 

(2) O = {o1, o2, o3 … om} is a set of organizations that provide data set for the data 

mining operation 

(3) DM = {dm1, dm2, dm3 … dmj} is a set of data mining organizations that give 

the output of pattern or for decision-making system. 

(4) IN = {in1, in2, in3 … ina} is set of IPFS node which used by data collector and 

data miner for transfer data from collector to miner off-chain server 

(5) mn ⊆ M is the node of blockchain. Every organization has at least one node 

which used for private data transfer and received output from data mining.  

(6) om = {mni} where 0 < i ≤ k 

 

 and k is the total number of node(s) of the organization. 

Components of ChainPPDM and Technologies 

(A) User registration 

User registration is a straightforward web-based process that every user must complete. 

Data collectors and data miners are the two categories of users in ChainPPDM.  

(a) Registration of Data collector 

ChainPPDM system have the following function for registration of data collector 

𝑑𝑎𝑡𝑎𝐶𝑜𝑙𝑙𝑒𝑐𝑡𝑜𝑟. 𝑟𝑒𝑔(𝑢𝑠𝑒𝑟𝑁𝑎𝑚𝑒, 𝑝𝑎𝑠𝑠𝑤𝑜𝑟𝑑, 𝑘𝑌𝐶𝐼𝑛𝑓𝑜)                                         (2) 

kycInfo is basic information about the organization. kycInfo is required for tracing and 

contacting the organization.   

(b) Registration of Data Miner 

𝑑𝑎𝑡𝑎𝑀𝑖𝑛𝑜𝑟. 𝑟𝑒𝑔(𝑢𝑠𝑒𝑟𝑛𝑎𝑚𝑒, 𝑝𝑎𝑠𝑠𝑤𝑜𝑟𝑑, 𝐾𝑌𝐶𝐼𝑛𝑓𝑜, 𝑟𝑎𝑡𝑒)                                      (3) 

rate is given by the data collector after finding a useful pattern for decision-making.  
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Algorithm 1: Data Collector Registration  

Input: 𝒖𝒔𝒆𝒓𝑵𝒂𝒎𝒆, 𝒑𝒂𝒔𝒔𝒘𝒐𝒓𝒅, 𝒌𝒀𝑪𝑰𝒏𝒇𝒐 

Output : enrollId 

1. If checkReg(KYCInfo) == false 

2.        dataCollector.reg(userName,password,kYCInfo)    

3.         message(“user register”) 

4. Else  

5.         message(“User already register”) 

6. End If 

 

Algorithm 2: Data Miner Registration  

Input: 𝒖𝒔𝒆𝒓𝒏𝒂𝒎𝒆, 𝒑𝒂𝒔𝒔𝒘𝒐𝒓𝒅, 𝑲𝒀𝑪𝑰𝒏𝒇𝒐, 𝒓𝒂𝒕𝒆 

Output : enrollId 

1. If checkReg(KYCInfo) == false 

2.        dataMiner.reg(username,password,KYCInfo,rate)     

3.         message(“user register”) 

4. Else  

5.         message(“User already register”) 

6. End If 

 

(B) Blockchain Account Registration 

 

A blockchain user has a wallet that includes access information and a key for 

blockchain interaction. The frontend of the blockchain system, also known as dApps, is 

the wallet. The following function requires user registration for blockchain in ChainPPDM. 

 

          prKey = User.createWallet(enrollId,orgnization,cryptoSuite,cryptStore,caName,KeyStorePath)             (3) 

 

prKey is generated by a system that is required for further interaction with blockchain 

 

Algorithm 3: Blockchain Account Registration 

Input : 𝐞𝐧𝐫𝐨𝐥𝐥𝐈𝐝, 𝐨𝐫𝐠𝐧𝐢𝐳𝐚𝐭𝐢𝐨𝐧, 𝐜𝐫𝐲𝐩𝐭𝐨𝐒𝐮𝐢𝐭𝐞, 𝐜𝐫𝐲𝐩𝐭𝐒𝐭𝐨𝐫𝐞, 𝐜𝐚𝐍𝐚𝐦𝐞, 𝐊𝐞𝐲𝐒𝐭𝐨𝐫𝐞𝐏𝐚𝐭𝐡 

Output : prKey 

1. If checkReg(KYCInfo) == false 

2.        prKey= 

User.createWallet(enrollId,orgnization,cryptoSuite,cryptStore,caName,KeyStorePath

)     

3.         return prKey 

4. Else  

5.         message(“User already register”) 

6. End If 
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(C) Data set preparation 

 

Because big data comprises both sensitive and non-sensitive values, privacy preservation 

is needed. All personal and data from which a personal identity breach has occurred are 

considered sensitive data. Sensitive data is protected using a variety of anonymization 

techniques. To safeguard the user's private data, ChainPPDM employs a block-chain-based 

method. ChainPPDM is used to store data with both sensitive and non-sensitive attributes.   

𝑑𝑖 = {𝑎1, 𝑎2, 𝑎3 … 𝑎𝑛}                                                                                                   (4) 

 

where a is an attribute of data.  Data Collector creates two sets of data, one for sensitive 

data and the other for nonsensitive data. The data collector determines which properties 

are sensitive and which are not. 

𝑑𝑠𝑖 ⊆ 𝑑𝑖and  𝑑𝑛𝑖 ⊆ 𝑑𝑖                                                                                              (5) 

 

where 𝑑𝑠𝑖 is set of sensitive attributes and 𝑑𝑛𝑖 is a set of non-sensitive attributes. Data 

collectors create data set. Sensitive data set is transfer on-chain and non-sensitive data set 

to transfer to off-chain for the data-mining operation. 

 𝑠𝑒𝑛𝐷𝑎𝑡𝑎𝑓𝑖𝑙𝑒 = 𝜎ⅆ𝑠𝑖
(𝐷)                                                                                          (6) 

      𝑛𝑜𝑛𝑠𝑒𝑛𝐷𝑎𝑡𝑎𝑓𝑖𝑙𝑒 = 𝜎ⅆ𝑛𝑖
(𝐷)                                                                                  (7) 

Algorithm 4: Select Sensitive Data 

Input: 𝒅𝒔𝒊, 𝒅𝒊, 𝑫 

Output : 𝒔𝒆𝒏𝑫𝒂𝒕𝒂𝒇𝒊𝒍𝒆 

1. If  𝐷 ! = 𝑛𝑢𝑙𝑙  
2.            𝑟𝑗 =  𝜎ⅆ𝑠𝑖

(𝐷) 

3.           𝑠e𝑛𝐷𝑎𝑡𝑎𝑓𝑖𝑙𝑒 = 𝑟𝑗 

4.  Else 

5.      message(“database not found”) 

6. End If 

 

 

Algorithm 5: Select non Sensitive Data 

Input: 𝒅𝒏𝒊, 𝒅𝒊, 𝑫 

Output : 𝒔𝒆𝒏𝑫𝒂𝒕𝒂𝒇𝒊𝒍𝒆 

1. If  𝐷 ! = 𝑛𝑢𝑙𝑙  
2.            𝑘𝑗 =  𝜎ⅆ𝑛𝑖

(𝐷) 

3.           𝑠e𝑛𝐷𝑎𝑡𝑎𝑓𝑖𝑙𝑒 = 𝑘𝑗 

4.  Else 

5.      message(“database not found”) 

6. End If 
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(i) Upload Sensitive to Blockchain 

 

Data collectors have two data set one for sensitive data and another for non-sensitive data.  

 

𝑠𝑒𝑛𝐷𝑎𝑡𝑎𝑓𝑖𝑙𝑒 = {𝑟1, 𝑟2, 𝑟3 ⋯ 𝑟𝑗}                                                                                   (8) 

𝑛𝑜𝑛𝑠𝑒𝑛𝐷𝑎𝑡𝑎𝑓𝑖𝑙𝑒 = {𝑘1, 𝑘2, 𝑘3 ⋯ 𝑘𝑗}                                                                          (9) 

where 𝑟𝑗 and 𝑘𝑗 is the record of data 0 < 𝑗 ≤ 𝑛 where n is the total number of records of 

data. 

 

𝑐𝑟𝑒𝑎𝑡𝑒𝑃𝑟𝑖𝑣𝑎𝑡𝑒𝐷𝑎𝑡𝑎𝐶𝑜𝑙𝑙𝑒𝑐𝑡𝑖𝑜𝑛(𝑐𝑜𝑙𝑙𝑒𝑐𝑡𝑖𝑜𝑛𝑁𝑎𝑚𝑒, 𝑃𝑜𝑙𝑖𝑐𝑦𝑜𝑝𝑒𝑟𝑎𝑡𝑖𝑛𝑔𝑂𝑟𝑔, 

 𝑜𝑟𝑔𝑇𝑜𝑊𝑟𝑖𝑡𝑒, 𝑜𝑟𝑔𝑇𝑜𝑅𝑒𝑎𝑑, 𝑐𝑜𝑙𝑙𝑒𝑐𝑡𝑖𝑜𝑛𝑇𝑜𝐿𝑖𝑣𝑒)                                                        (10) 

Algorithm 6: Create Data Collection 

Input: 𝒄𝒐𝒍𝑵𝒂𝒎𝒆, 𝒓𝒆𝒒𝑷𝒆𝒆𝒓𝑪𝒐𝒖𝒏𝒕, 𝒎𝒂𝒙𝑷𝒆𝒆𝒓𝑪𝒐𝒖𝒏𝒕, 𝒃𝒍𝒐𝒄𝒌𝑻𝒐𝑳𝒊𝒗𝒆 

Output: 𝑪𝒐𝒍𝒍𝒆𝒄𝒕𝒊𝒐𝒏𝑪𝒐𝒏𝒇𝒊𝒈 

1. collcfg = newCollectionConfig("collectionMiner1Col1", "OR ('MinerMSP.member', 

'Col1MSP.member')", peerCount, maxPeerCount, blockToLive) 

2. err = checkPolicy(collcfg) 

3. If err != nil 

4.         message (“Policy not created”) 

5.         Return 

6. End If 

7.  cpc =  collcfg.singature(P); 

8. collconfig = createPrivateDataCollection(colName, collcfg, reqPeerCount, 

maxPeerCount, blockToLive) 

9. Return collconfig 

 

 

Before storing private data in the blockchain, we need to define the collection. The 

collection is the structure for data storing and defines conditions in which members of 

blockchain access this data. ChainPPDM creates a private key from the hash value of non-

sensitive data.  

𝑠𝑒𝑐𝐾𝑒𝑦𝑆𝑒𝑛 =  𝑠ℎ𝑎256(𝑟𝑗)                                                                                          (11) 

 

𝑠𝑒𝑐𝐾𝑒𝑦𝑁𝑠𝑒𝑛 =  𝑠ℎ𝑎256(𝑘𝑗)                                                                                       (12) 

 

𝑠ℎ𝑎256(𝑘𝑗) takes non-sensitive data as parameter and 𝑠ℎ𝑎256(𝑟𝑗) takes sensitive data as 

a parameter. secKeySen and secKeyNsen are used to store data in a private collection as 

well as off-chain data. ChainPPDM generates a secret key from non-sensitive data because 

it protects data from any non-sensitive data changes that occur during data mining. Any 

changes will be made to non-sensitive data, which will have a different hash value than 

the original data. With a private data key, ChainPPDM verifies that this has value. If no 
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private data can be identified using a particular hash value, ChainPPDM determines that 

non-sensitive data was modified.  

Algorithm 7: create a new file with the hash value 

Input: 𝒔𝒆𝒏𝑫𝒂𝒕𝒂𝒇𝒊𝒍𝒆, 𝒏𝒐𝒏𝒔𝒆𝒏𝑫𝒂𝒕𝒂𝒇𝒊𝒍𝒆 

Output: 𝒇𝒊𝒍𝒆 

1. sfile = new file(); 

2. nsfile =new file(); 

3. Foreach record of senDatafile 

4.  

5.           r =  record_of_senDataFile 

6.           rmerge = merge of record r 

7.  

8.           k = record_of_nonsenDataFile 

9.           Kmerge = merger of record k 

10.           secKeySen = sha256(r); 

11.           secKyeNsen = sha256(k) 

12.  

13.           File.append(sfile,(secKeySen,secKeyNsen,r)) 

14.           File.append(nsfile,(secKeyNsen,k)) 

15. End Each 

 

 

𝑖𝑛𝑠𝑒𝑟𝑡𝑃𝑟𝑖𝑣𝑎𝑡𝑒𝐷𝑎𝑡𝑎(𝑐𝑜𝑙𝑁𝑎𝑚𝑒, 𝑠𝑒𝑐𝐾𝑒𝑦𝑆𝑒𝑛, 𝑠𝑒𝑐𝐾𝑒𝑦𝑁𝑠𝑒𝑛, 𝑟𝑗)                                     (13) 

 

The function above adds private information to the blockchain. The hash value of sensitive 

and non-sensitive data is also stored in the aforementioned function. 

Algorithm 8: Insert Data Private Collection 

Input: 𝒔𝒇𝒊𝒍𝒆, 𝒄𝒐𝒍𝑵𝒂𝒎𝒆 

Output: 𝒎𝒆𝒔𝒔𝒂𝒈𝒆 

1. If  checkCollection(𝑐𝑜𝑙𝑁𝑎𝑚𝑒 ) !=null) 

2. For Each r To sfile 

3.  

4.            𝑖𝑛𝑠𝑒𝑟𝑡𝑃𝑟𝑖𝑣𝑎𝑡𝑒𝐷𝑎𝑡𝑎(𝑐𝑜𝑙𝑁𝑎𝑚𝑒, 𝑟. 𝑠𝑒𝑐𝐾𝑒𝑦𝑆𝑒𝑛, 𝑟. 𝑠𝑒𝑐𝐾𝑒𝑦𝑁𝑠𝑒𝑛, 𝑟)      
5. End Each 

6.  Else 

7.      message(“collection not found”) 

8. End If 

 

 

(ii) Upload non-sensitive to Off-chain 

Before data is sent between two members of the IPFS network, ChainPPDM employs Elliptic 

Curve Cryptography (ECC). In ECC, the curves are specified by the following equation: 
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                                                                  𝑤ℎ𝑒𝑟𝑒,   4𝑎3 + 27𝑏2 ≠ 0                       

ECC uses six tuples. 

 E =  (P, a, b, G, n, h)                                                                                                 (15)                                                  

Where P is the public key, a and b are the private keys, G is generator point, h is co-factor and 

n is a prime number of G 

(a) Key Generation 

 

The data collector and Data miner have both have same ellipt curve with generator point 𝐺 

 

 𝑦2 = 𝑥3 + 𝑎𝑥 + 𝑏(𝑚𝑜𝑑 𝑝)                                                              (16) 

Data owner select an integer 

 𝑛𝑎 ∈ 𝑧𝑝                                                                                                                           (17) 

 

as the private key and derive compute a point 

 𝑃𝑎 = 𝑛𝑎𝐺                                                                                                                        (18) 

 

as the public key and Data, the miner select an integer 

 

 𝑛𝑏 ∈ 𝑧𝑝                                                                                                                           (19) 

 

as the private key and drive compute a point 

 

 𝑃𝑏 = 𝑛𝑏𝐺                                                                                                                       (20) 

 

as public key 

 

(b) Encryption of Data 

𝑛𝑜𝑛𝑠𝑒𝑛𝐷𝑎𝑡𝑎 is a very large big data file. We cannot encrypt the file using elite curve 

algorithms. So, we divide while file into a different block. Each block we will transfer to a 

data miner big data server using IPFS nodes. ChainPPDM is encrypted data using elite 

curve algorithms before sending data from data collector to data miner. 

𝑓𝑙 = 𝑛𝑜𝑛𝑠𝑒𝑛𝐷𝑎𝑡𝑎  𝑤ℎ𝑒𝑟𝑒 𝑓𝑙 𝑖𝑠 𝑎 𝑓𝑖𝑙𝑒                                                                       (22) 

 

Divide 𝑓𝑙  into a different block.  

𝑓𝑙 = {𝑓1, 𝑓2, 𝑓3 … 𝑓𝑛} 𝑤ℎ𝑒𝑟𝑒 𝑓𝑛 𝑖𝑠 𝑏𝑙𝑜𝑐𝑘 𝑜𝑓 𝑓𝑖𝑙𝑒 𝑎𝑛𝑑 0 < 1 ≤ 𝑛                              (21) 
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ChainPPDM will encrypt each block using ellipt curve cryptography.  

 

Data Collector selects an integer to compute the two parts of the ciphertext.  

𝑘 ∈ 𝑧𝑝                                                                                                                      (22) 

𝐶1 = 𝑘𝐺                                                                                                                   (23) 

𝐶2 = 𝑓𝑛 + 𝑘𝑃𝑏                                                                                                         (24) 

𝑒𝑐𝑐𝐹𝑖𝑙𝑒𝐶1 = 𝑒𝑐𝑐𝐹𝑖𝑙𝑒𝐶1 +  𝐶1 + 𝑑𝑖𝑣𝑖𝑑𝑃𝑜𝑖𝑛𝑡𝑒𝑟                                                    (25) 

𝑒𝑐𝑐𝐹𝑖𝑙𝑒𝐶2 = 𝑒𝑐𝑐𝐹𝑖𝑙𝑒𝐶2 +  𝐶2 + 𝑑𝑖𝑣𝑖𝑑𝑃𝑜𝑖𝑛𝑡𝑒𝑟                                                    (26) 

Where k is selected integer. Data collectors send both data 𝑒𝑐𝑐𝐹𝑖𝑙𝑒𝐶1 𝑎𝑛𝑑 𝑒𝑐𝑐𝐹𝑖𝑙𝑒𝐶2 data 

to miners using IPFS nodes.  

                              

ℎ𝑎𝑠ℎ𝐾𝑒𝑦  = 𝑢𝑝𝑙𝑜𝑎𝑑𝐼𝑃𝐹𝑆𝑁𝑒𝑡(𝑒𝑐𝑐𝐹𝑖𝑙𝑒𝐶1 , 𝑒𝑐𝑐𝐹𝑖𝑙𝑒𝐶2)                                         (27) 

 

DataCollector is sent ℎ𝑎𝑠ℎ𝐾𝑒𝑦 to data miners for downloading data. 

 

𝑢𝑝𝑙𝑜𝑎𝑑𝐻𝑎𝑠ℎ𝐾𝑒𝑦(ℎ𝑎𝑠ℎ𝐾𝑒𝑦  𝑑𝑎𝑡𝑎𝑃𝑟𝑜𝑣𝑖𝑑𝑒𝑟, 𝑑𝑖𝑣𝑖𝑑𝑃𝑜𝑖𝑛𝑡𝑒𝑟 )                                 (28) 

 

is the function of web application which used for transferring data address which data 

collector upload encrypted data and IPFS give the address of this data in form of hash.  

(c) Decryption of Data   

 

Data miner is downloaded a file from the IPFS network by Data collector.  

 

𝑒𝑛𝑦𝐷𝑎𝑡𝑎 =  𝑑𝑜𝑤𝑛𝑙𝑜𝑎𝑑𝐷𝑎𝑡𝑎(ℎ𝑎𝑠ℎ𝐾𝑒𝑦𝑛 )                                                                        (29) 

 

{𝑒𝑐𝑐𝐹𝑖𝑙𝑒𝐶1, 𝑒𝑐𝑐𝐹𝑖𝑙𝑒𝐶2}⊂ 𝑒𝑛𝑦𝐷𝑎𝑡𝑎                                                                           (30) 

 

 𝑒𝑐𝑐𝐹𝑖𝑙𝑒𝐶1 𝑎𝑛𝑑 𝑒𝑐𝑐𝐹𝑖𝑙𝑒𝐶2 is divided into the different blocks using 𝑑𝑖𝑣𝑖𝑑𝑃𝑜𝑖𝑛𝑡𝑒𝑟. 

 

𝑓𝑖𝑙𝑒𝐶1 = {𝐶11, 𝐶12, 𝐶13 … 𝐶1𝑛}                                                                                 (31) 

𝑓𝑖𝑙𝑒𝐶2 = {𝐶21, 𝐶22, 𝐶23 … 𝐶2𝑛}                                                                                 (32) 

 

Data miner decrypt data using elliptic curve cryptography algorithm with define point G 

𝐶2𝑛 − 𝑛𝑏𝐶1𝑛 = (𝑓𝑛 + 𝑘𝑃𝑏) − 𝑛𝑏(𝑘𝐺) 

                    = (𝑓𝑛 + 𝑘𝑛𝑏
𝐺)  − 𝑛𝑏𝑘𝐺 

                                                                              = 𝑓𝑛                                                         (33) 

Data Miner combines all blocks into one file used for the data-mining operation. 

                          𝑓𝑖𝑛𝑎𝑙𝐹𝑖𝑙𝑒    = {𝑓1,𝑓2, 𝑓3 … 𝑓𝑛}                                                            (34)                       
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(D) Data Mining process 

Data Miner has data for the mining process that is obtained via the IPFS network's off-chain 

approach, as well as access to private data via smart contracts. For accessing rules for private 

data, data miners can use a smart contract that is written before the data transmission procedure.  

𝑢𝑝𝑙𝑜𝑎𝑑𝐷𝑎𝑡𝑎𝑀𝑖𝑛𝑖𝑛𝑔𝐻𝐷𝐹𝑆(𝑓𝑖𝑛𝑎𝑙𝐹𝑖𝑙𝑒)                                                                        (35) 

6. Methodology of Research, Results / Comparisons 

Evaluation Tools: 

 

• Hyperledger Caliper (HC) 

 

• JMeter 

 

We observe the changes in the storage capacity after separately sensitive and non-sensitive 

data with the hash value of non-sensitive data. The size of the space occupied by a single record 

of the data provider is an average of 182 bytes in single files and the data provider divides this 

data into two parts. The size of private data occupied 142 bytes and the non-sensitive data size 

is 40 KBS. Hash data of non-sensitive increased burden of storage with KBS of each record on 

the blockchain as well as on centralized storage of data Miner.  

 

 

 

 

 

 

 

 

Figure 3: Storage capacity used by different systems 
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Figure 4 On-Chain Storage of chainPPDM with another method 

Table 2 :Technology Comparison for Evaluation 

  BlockBDM [2] PBMS [1] ChainPPDM 

Public Blockchain Ethereum NA NA 

Permissioned 

Blockchain 

Hyperledger Fabric 

1.4 

Hyperledger Fabric 

1.4 

Hyperledger Fabric 

2.0 

Data Type multimedia text text 

Database before 

system 
MySql MySql MySql 

Nodes Number 4 4 4 

On-Chain Storage Blockchain Blockchain Blockchain 

Off-chain Storage IPFS MySql IPFS,HDFS 

 

In comparison to the centralised system, Blockchain and IPFS function better. When data 

is little, time uploading is faster than cloud upload, but as data grows, cloud performance suffers. 

The usage of IPFS and blockchain results in a faster response time. ChainPPDM has a larger 

storage capacity, but it takes less time to do a data mining process while maintaining anonymity.  
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Figure 5: Read Latency(second) plot using HC tool                           Figure 6: Read Throughput (second) plot using HC tool 

  

Figure 7: Write Latency(second) plot using HC tool Figure 8: Write Throughput (second) plot using HC tool 

  

Figure 9: Read operation Throughput (ms) plot using JMeter tool         Figure 10: Write operation Throughput (ms) plot using JMeter tool 

 

Fig 11: ChainPPDM Vs Centralization System 

[ 0 = Low and 1 = High ; ChainPPDM is decentralization system] 

 

7. Achievements concerning objectives 

Based on observation of our proposed method is secured and does efficient 

management of data privacy. According to the experimental results, we concluded that storage 

capacity in our proposed systems is high compare to other methods [figure.3], ChainPPDM 

0

1

Read Speed Write Speed Scalability Space
Consumption

Privacy Security Data Lose

C E N T R A L I Z AT I O N  V S  C H A I N P P D M  SY S T E M  

Centralization Sytem ChainPPDM
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supports Hyperledger Fabric 2.0 with text data type and off-chain storage using IPFS and 

HDFC, data storage size higher in chainPPDM based On-chain method [figure 4], read latency 

is higher, and read throughput is lower than BlockDBM and PBMS respectively [figure  5 & 

6], write latency is higher and read throughput is lower than BlockDBM and PBMS 

respectively [figure 7 & 8]. 

 

8. Conclusion 

Finally, based on our study and experimental outcomes, we conclude that, when 

compared to existing techniques, the proposed system allows the construction of a private 

blockchain peer-to-peer network of diverse recognised and registered stakeholders to achieve 

maximum interoperability, security, scalability, and permissions. We solved the problem of 

third-party participation for massive data transfers to data mining servers by using IPFS. 

In today's world, one of the most pressing concerns in academics and industry is privacy. 

Existing approaches are not suited for privacy preservation solutions due to the resource 

restriction element in data mining. As a consequence of the study of key drawbacks, the current 

techniques were examined for measuring information loss during data mining. Existing 

techniques do not allow for the evaluation of the data's structure, allowing for a comparison of 

the original and anonymized data. 

The suggested technique addresses the majority of privacy concerns while taking into 

account the resource constraints of blockchain. Finally, based on provided techniques, a data 

mining access control for overall privacy records has been developed that combines the benefits 

of the hash key, IPFS, blockchain, and lightweight cryptographic EEC primitives to prove 

security and privacy.  
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9. List of all publications arising from the thesis 

A) Published paper 

• Alpesh Vaghela, Dr. A. C. Suthar, Neha Vaghela, "A Privacy and Preservation of 

Hospital Data using BlockChain", in proceedings of International Conference on 

Application of SPSS and Statistical Data Analysis (ICSSA-2020), Organized by 

Eudoxia Research Center, on 29th and 30th April 2020. 

• Alpesh Vaghela, Dr. Anil Suthar, “A Review of Bigdata Analysis using Smart Contract”, 

UGC Care list Group-1 Journal, Volume. X, Issue XII, Page No 109-115, December 

2020. (UGC Care list Group-1 Journal) 

B) Presented paper: 

• Vaghela Alpesh and Suthar Anilkumar, “Medical Health Data Privacy Preservation 

using Smart Contract”, The International Conference on Advances in Multi-

Disciplinary Sciences and Engineering Research (ICAMSER-2021), [A Virtual 

Conference] at Chitkara University Himachal Pradesh on 2nd  -3rd July, 2021. (SCOPUS 

indexed proceeding; publication in pending) 

• Alpesh Vaghela, Anilkumar Suthar, “Medical Health Data Privacy Preservation 

Systems Using Block Chain and Smart Contract”, 2021 Global Conference on Recent 

Developments in Computer and Communication Technologies (GC-RDCT 2021) at AJ 

Institute of Engineering and Technology, Mangalore, Karnataka,India on 29th – 30th  

July 2021. (Web of Science indexed proceeding; publication in pending) 

• Alpesh Vaghela, Anilkumar Suthar, Neha Vaghela, “ProjectSet: Web Base System for  

Selection of Project and Implement New Innovation”, Proceedings of SSIP Annual 

Conference on Student Innovation, Start-ups and Ecosystem – 2019, pp.201-210, 6th – 

7th June 2019 at Entrepreneurship Development Institute of India (EDII), Gandhinagar.  

C) Submitted paper: 

• Vaghela Alpesh and Anilkumar Suthar, “Development of Privacy-Preservation of Big 

Data with support of Hyperledger Fabric and IPFS”, in the International Journal of 

Advanced Trends in Computer Science and Engineering (IJATCSE) - ISSN 2278 – 

3091, in July 2021. (UGC listed journal) 

D) Attended online Faculty Development Program/Training: 

• Attended online FDP, “BlockChain” by AICTE Training and Learning Academy from 

14-9-2020 to 18-9-2020 at NIT, Raipur. 

• Attended online FDP, “Internet of Things (IoT)” by AICTE Training and Learning 

Academy from 5-1-2020 to 9-1-2020 at NIT, Durgapur. 
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E) Patents 

• Title “Method and system for Load Balancing in Computational Grid”, The 

Commissioner of Patents has granted the patent and certifies have been registered in 

the Register of Patents, Commonwealth of Australia, Patent Office, Australia, Patent 

number: 2021102307 on 2nd June 2021. 
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